ABSTRACT This paper describes a multi-biometric verification system that is fully adaptive to variability in data acquisition using fuzzy logic decision fusion. The system uses fuzzy logic to dynamically alter the weight of three biometrics (face, fingerprint and speech), taking into account the variations during data acquisition (e.g. lighting, noise and user-device interactions). A specific decision boundary can be determined by this dynamic weight assignment to make the authentication decisions. An overall EER improvement of 42.1% relative to weighted average fusion has been achieved.
INTRODUCTION
In this paper, we present a multi-biometric authentication system that is adaptive to variability in data acquisition using fuzzy logic. The system uses speaker verification, face verification and fingerprint verification for multi-biometric authentication. Multibiometric overcame the limitation of single biometric authentication [1] . In multi-biometric fusion, especially in matching score level, weighted average fusion often out-performs other methods such as the product rule, min rule and max rule [2] . However, the weighted average fusion suffers from the lack of adaptability when the quality of testing data samples deviates severely from that of the training data.
To improve the robustness of the multi-biometric authentication system, we investigate the following factors that affect the quality of biometric samples: (1) distortions due to the environment (e.g. ambient noise for speech and lighting conditions for face), (2) user-device interactions (e.g. misplaced fingerprint relative to the capture device) and (3) mismatch between acquisition devices during enrollment and verification (e.g. recordings using the desktop PC or PocketPC). However, the precise relationships between these factors and their influence on verification performance of different biometrics are complex.
Conventional methods such as boolean logic are insufficient for handling the intra-user variations described above, because the use of a single decision threshold cannot adapt to such variations. The use of fuzzy logic fusion proposed in [3] to model the intra-class variations resolved the uncertainties in the quality of biometric samples incorporating human knowledge in terms of fuzzy rules. Different weights are assigned to biometric samples of different qualities using fuzzy logic [3] to create a dynamic decision boundary for determining a user's identity by a dynamically weighted average fusion.
In our previous work [3] , we implemented the adaptive weight estimation components for the face biometrics using the user's head pose and image illumination. Similarly, for the finger biometrics we used fingerprint positioning and image clarity. In this paper, we present a fully adaptive biometric authentication system by incorporating an adaptive weight estimation component for the speech biometrics in using Signal-to-NoiseRatio (SNR).
2. EXPERIMENTAL CORPUS Our experimental corpus is the CUHK Bilingual Speech Corpus (BSC) [3] , which is the pilot data subset of M3 [4] . BSC contains bilingual speech data (English and Cantonese) from 16 subjects. In addition, it also contains frames extracted from face movement video captured by a PC webcam or a Pocket-PC camera, and fingerprint images captured using an optical fingerprint sensor. The data partitioning for enrollment and verification (development and test) are described in Table 1 . Each subject acts as a client to his/her own profile and as an imposter to the other subjects' profiles. The data in the enrollment set is used for training speaker models, face master templates and fingerprint master templates. We used 10 and 24 samples of each biometrics per subjects in the development and test sets respectively. trained from all subjects data with 512 mixtures was used for normalization [9] . The EER of the test set is 5.80%. Weighted average fusion gives promising results in improving the verification performance by using a static weight assigned to each biometrics. However, we found that variations in the quality of the biometric sample may degrade overall verification performance, because the average weighted fusion methodology is not adaptive to such variations. To improve this situation, we propose a fuzzy logic weight estimation that captures the variation in the sample quality in each biometrics.
MULTI-BIOMETRIC WEIGHTED AVERAGE FUSION

SNR AND SPEAKER VERIFICATION PERFORMANCE
We investigated the effects of signal-to-noise-ratio (SNR) on SV in order to develop an SNR-adaptive weight estimation methodology. A high level of background noise can harm the performance of speaker verification since the noise masks the vocal tract characteristics of speakers. The SNR measures the ratio between the power of signal and the power of noise in each speech utterance to reflect its quality (see Equation 2 ): SNR = 10 logI0 (PI,gn,j I1'os, ) (2) where SNR is measured in decibel (dB), P,ignal is the peak speech power and Pnoise is the mean noise power.
The SNR values were obtained by using the NIST tool [10] .
The speech data are grouped into five different intervals of SNR, their false rejection rates (FRR) and false acceptance rates (FAR) are shown in Fig. 2a . The amount of data in each SNR interval is shown in Fig. 2b Fig. 2a . We ignore the points that do not have a sufficient number of trials'. We observe that data with lower SNR tend to have higher FAR. Based on this observation, we define the "high", "medium" and "low" SNR intervals at 50.5 to 59.5, 32.5 to 50.4 and 23.5 to 32.4 dB respectively in our fuzzy logic fusion methodology, as will be explained later. 6 . FUZZY LOGIC (FL) WEIGHT ESTIMATION The weight assigned to each biometrics should reflect the reliability of its use in authentication as well as the quality of the acquired data. We incorporate such factors in the fuzzy logic fusion methodology. When the sample quality is poor, the reliability of the recognition result is low. Measuring the sample quality helps us to estimate biometric weights according to their reliability. Fig. 3 shows the flow of fuzzy logic weight estimation for each biometrics. Numerical measurements of external factors that reflect the quality of biometric data samples serve as input into the fuzzy system. Each value is converted (fuzzified) into a degree of membership for each fuzzy linguistic variables (e.g. The input external factor related to sample quality, namely SNR, needs to be fuzzified according to a fuzzy set. A fuzzy set is represented by its fuzzy membership functions. We used SNR as the input to determine the SV weight. The SNR fuzzy set is modeled by three functions: SNRLOW SNRMedium and SNRHigh.
These functions are mathematically defined using a combination of Gaussian distributions (Equation 3) shown in Fig. 5 . Parameters selection for Eq. 3 is described in the previous section.
The boundaries parameters cl and c2 are shown in Table 4 .
Analysis of the influence of SNR on SV performance shows that, we roughly separated the SNR values into three ranges. We varied the parameters within the three ranges with reference to the mean (m) and the standard deviation (a) of SNR obtained from the development set. The parameter values giving the best performance in the development set are used.
-(X-Cl,)' As shown in Table 5 , there are three conditions specified in the IF clause. These conditions determine the degree of membership of the consequence (i.e. statement in the TI-TEN clause). The conditions are combined using the fuzzy operation AND which is a minimum function since it can give the maximum agreement from different conditions. If the condition specifies a YES concept, the input will be set to the degree of membership. For a NO concept, the input will be set at one minus the degree of membership. Table 6 shows the combined conditions of the five rules. The combined degree of membership is mapped (imprecated) to the designated output fuzzy set. We used the Godel imprecation (minimum function), which is an R-imprecation method [13] . 
WL0
The results from the fuzzy rules are aggregated using the maximum function to combine them into a single output fuzzy set. The output fuzzy set is defined by three fuzzy membership functions (Fig. 6 ). They are triangle membership functions which define Low(z), Medium(z) and High(z) weight, corresponding to wLo, wMed and wH, respectively in Table 6 . The output of these functions ranges from 0 to 1. The peak value of each function corresponds to the semantic meaning they represented, i.e. Low(z) peak at 0, Medium(z) peak at 0.5 and High(z) peak at 1. The last step in applying FL is to defuzzify the fuzzy set to produce a quantifiable result, which is the SV weight in our case.
The three values in our aggregated output fuzzy set, wLo, WMed and wHi, are 0.08, 0.55 (maximum of 0.45 and 0.55 in Table 6 ) and 0.06 respectively. The defuzzification method we use is centroid-of-area (Equation 4), which is the gravity of the area under the bolded line, ,uz), in Fig. 6 [12] . The method provides consistency, section invariance, monotonicity and most importantly simplicity [14] . The computation of the weight for face and fingerprint are similar but with different inputs and fuzzy rules for each biometrics [3] .
We use the centroid-of-area method to compute the weight for SV. For our example using input speech data, the weight Table 7 . We used the 16 EER obtained from fuzzy logic decision fusion and those obtained from weighted average fusion (Table 3) to conduct a paired t-test. The results are shown to be statistically significant with a 95% confidence level. All the biometric samples illustrated in scenario 1 (Table 8 ) have decent qualities. However, when the quality of the biometric samples degrades, weighted average fusion fails to make the correct decision (as illustrated in Table 9 ). In this example, the client does not look at the camera and it creates difficulties for the face-finding algorithm (which operates by locating the eyes). The baseline weighted average fusion makes the wrong decision and rejects the client. In contrast, fuzzy logic fusion dynamically reduces the weight of facial verification such that it can mitigate the error for this modality to an overall correct decision. We are making further comparisons between FL fusion and other approaches (such as Support Vector Machine).
8. CONCLUSIONS We have implemented a multi-biometric authentication system (with face, fingerprint and speech) that is fully adaptive to variability in data acquisition using fuzzy logic. Adaptive weight estimation is used for the three different biometrics in order to account for external factors that affect verification performance. FL decision fusion shows a relative improvement of 42.l1% on overall performance when compared with weighted average fusion. The improvement is due to the adaptability of FL fusion to variations in sample qualities. 
